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Abstract 

While enterprises increasingly move to cloud and distributed infrastructures, traditional 

perimeter security models are now failing in protecting against current cyber threats. With 

this current set of circumstances, Zero Trust Architecture (ZTA) has emerged as a paradigm 

shifting approach that dispenses with the idea of implicit trust in internal networks and 

replaces them with continuous authentication, identity validation and context aware access 

control. The design, deployment and evaluation of ZTA for cloud environments is explored 

with an intent to provide a defense framework that is adaptive to the multi-cloud and hybrid 

architectures. By examining ZTA under a combination of case study analysis, architectural 

modeling and performance simulation, research shows that ZTA significantly reduces breach 

detection time, limits unauthorized access and lessens overall risk exposure across a range of 

threat vectors. Findings are supported by eight detailed tables and corresponding visual 

figures, illustrating system resource usage improvements, user experience improvements and 

improvements to security alert precision. ZTA subject  0 minimal  latency  and  system  

overhead  while  the  gains  incurred  in  security  and  compliance more than offset these 

trade o s. In addition, the study analyzes the practical challenges in ZTA deployment within 

an organizational and operational context and emphasizes the importance of iterating for 

adoption, compelling buy-in to all major stakeholders and orchestrating scale. The proposed 

adaptive ZTA model represents one possible means to secure growing Digital Ecosystems in 

an age of cyber sophistication. 

Keywords: Zero Trust Architecture, Cloud Security, Distributed Systems, Identity and 

Access Management, Microsegmentation, Adaptive Cyber Defense, Continuous 

Authentication, Policy-as-Code, Risk Reduction, Behavioral Analytics. 

Introduction 

In the fast paced digital world of today, cloud computing has completely altered the way in 

which data is processed, managed and stored by organizations. The cloud provides us with 

unprecedented scalability, agility and flexibility at a cost (Armbrust et al., 2010; Mell & 

Grance, 2011), allowing distributed workforces and other distributed infrastructures. While 



 Zero Trust Architecture in Cloud Security … 

436 

 

this transition has opened up new attack surfaces and complexity in securing digital assets, 

especially in the face of an obsolete security model rooted in perimeter defense which has 

diminishing returns in an increasingly cloud native and hybrid environment (Sharma & Chen, 

2021; Ali et al., 2015). Assuming actors and devices inside a trusted network perimeter to be 

inherently safe is no longer applicable with the growing use of remote work, BYOD policies, 

edge computing and multi cloud deployments (Zhang et al., 2020; Rose et al., 2020). 

Zero Trust Architecture (ZTA) is a critical paradigm shift in cybersecurity that addresses the 

critical limitations of legacy trust models. Zero trust is a cybersecurity framework coined by 

John Kindervag in 2010 that is based on the core premise of ‘never trust, always verify’ 

(Kindervag, 2010), meaning that every user, device and service must be continuously 

authenticated, authorized and verified regardless of their location. By doing so, this approach 

also disputes the taken for granted trusted internal networks, thus reducing the risk of the 

insider threats, the lateral movements and the credential abuses (Yadav et al., 2021; Connelly 

et al., 2020). This approach has been formalized by the U.S. National Institute of Standards 

and Technology (NIST) in NIST SP 800–207, to define a framework for adoption of Zero 

Trust in government networks and enterprise networks (Rose et al., 2020). 

With apologies to those who know a thing or two about interrupts, distributed systems that 

use cloud services are an especially acute case for ZTA. Identities, workloads and data in 

such ecosystems are distributed across geographically distributed infrastructures that can span 

multiple clouds and service layers (Alshamrani et al., 2020). Since traditional security tools 

such as firewalls, VPNs and static first access control lists (ACLs) are no longer fit for 

purpose in supporting dynamic cloud environments (Casola et al., 2021; Liu et al., 2022), 

there is demand in the marketplace for Cloud Native Application Security. In addition, 

cyberattacks have grown sophisticated in the way they exploit weak points in the distributed 

authentication mechanisms and misconfigured cloud assets (Subramanian & Kannabiran, 

2022). According to the 2023 IBM Data Breach Report, misconfigured cloud settings and 

compromised credentials are among the top initial attack vectors used in cloud breaches 

(IBM Security, 2023). 
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However, it is not without challenge to implement ZTA in cloud environments. For example, 

identity sprawl, latency from continual policy evaluation and complexity in integration with 

legacy systems and on premise resources for organizations are huge obstacles (Mavroeidis et 

al., 2020; Niu et al., 2021). Further, it is important to implement uniform policies over many 

clouds and other platforms and this needs sophisticated orchestration and real time telemetry 

(Dahiya et al., 2022 ; Soni et al., 2022 ). Despite this, if properly implemented, ZTA leads to 

transformative benefits like dynamic access control, microsegmentation and more visibility 

across distributed networks (Li et al., 2020; Osanaiye et al., 2020). 

Real-world event of Zero Trust has been pioneered by global giants like Google and 

Microsoft in their implementations like BeyondCorp and Azure AD Conditional Access 

(Google Cloud, 2022; Microsoft, 2023). Our models show how commercially readily 

available identity centric policies, device posture assessment tools and risk based 

authentication can be deployed at scale and offer practical insight into whether ZTA can be 

deployed to cloud infrastructures. Moreover, research findings indicate that Zero Trust 

adoption drastically reduces breach dwell time, aids in meeting regulatory compliance and 

adheres to international security standards like ISO/IEC 27001 and GDPR (Lindner et al., 

2021; Sangroya & Dutt, 2018). 

Given these developments, this research finally attempts to investigate how a Zero Trust 

Architecture can be effectively designed and applied to cloud-based distributed systems. As 

such, it proposes an adaptive model that closes the gap between theoretical frameworks and 

functional realities, by enabling identity, microsegmentation, continuous monitoring and 

contextual policy enforcement. This study thus serves to extend the body of knowledge on 

modern cybersecurity architectures and provide solutions to the real problems faced by 

organizations in the journey of digital transformation. 

Literature Review 

Cloud Computing and distributed technologies are growing exponentially, requiring modern 

cybersecurity frameworks. Standard network security models composed of mainly perimeter 

based defenses have failed to scale in this type of environment where data, users and 
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resources often reside outside of the physical confines of enterprise networks (Sengupta et al, 

2020; Firestone, 2019). Threat actors evolve and so do security architectures. Zero Trust 

Architecture (ZTA) has received much attention in both academic and industry circles to 

fulfill the promise of securing highly distributed, cloud based ecosystems without relying on 

implicit trust, in response to this paradigm shift. 

Foundational studies stress that Zero Trust is not a single product or technology, but rather a 

holistic framework that views trust as a dynamic and context driven property (Bertino & 

Sandhu, 2019). ZTA’s principles of least privilege, microsegmentation, continuous 

authentication and explicit verification are consistent with traditional security best practices, 

but are elevated in application to cloud native applications (Kim et al., 2021; Yang & Jia, 

2020). Compared to static perimeter security models, ZTA is predicated on the idea that 

breaches will happen and therefore every access point, regardless of whether the user or 

system is inside or outside the network, must be verified (Harvey & Yu, 2020). 

In the cloud platforms, other researchers have explored the intersection of ZTA and identity 

and access management (IAM). As Sharma et al. (2022) put it, 'identity is the new security 

perimeter' in that robust authentication, authorization and identity governance are at the core 

of Zero Trust implementations. Similarly, Gollmann (2020) suggests that adaptive IAM 

mechanisms, that is IAM mechanisms that integrate such contextual signals like geolocation, 

device health and user behaviour, are required to enable policy based access in multi cloud 

environments. Empirical studies backing this up can be found in Gupta and Sharman’s (2021) 

findings showing that identity compromise is often the root cause of major data breaches and 

therefore there is an urgent need to implement Zero Trust based IAM strategies. 

Microsegmentation—the process of breaking down networks into isolated segments to block 

lateral movement for attackers—was another key area of investigation. For example, as 

Watkins and Levi (2020) argue in previous research, when workloads are logically 

segmented into different groups with role based access rules, the blast radius of internal 

threats can be significantly reduced. Additionally, Jameel et al. (2021) suggest dynamic 

policy enforcement engines with micro segmentations at the application layer to do real time 

interpretation of trust and block unauthorized access. Bera et al. (2021) argue that by 
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leveraging Software-Defined Networking (SDN), network-level microsegmentation can be 

automated and scaled across virtualized infrastructures to comply with DevSecOps practices. 

Continuous monitoring and behavioral analytics play also a central role in the literature on 

ZTA. The Zhou and Liang (2019) study and Abbas et al (2021) argue that integrating 

telemetry, anomaly detection and AI-based threat intelligence feeds allows organizations to 

move from static access control to a dynamic, risk aware trust model. A study by Hu and 

Wang (2020) also describes a hybrid Zero Trust framework which comprises machine 

learning algorithms to detect abnormal patterns in real time and invoke adaptive policy 

responses. It’s particularly true in distributed systems where user behavior and access context 

change frequently over time zones and device types. 

Policy orchestration and enforcement are still significant challenges in distributed cloud 

environments. According to Rehman and Wu (2022), security gaps can be caused by 

inconsistent policy definitions across cloud service providers (CSPs). Finally, they argue for 

unified policy frameworks based on Policy-as-Code (PaC) approaches to achieve 

consistency. In the Lin et al. (2021) work they proposed a model-driven policy engine for real 

time access request validation and enforcement within hybrid and multi-cloud systems. These 

findings echo those from Torres and Manzano (2020) on Zero Trust policy management, 

noting that centralized visibility and governance is important. 

In terms of architectural implementations, many studies propose reference models and 

blueprints of Zero Trust cloud-native deployment. In Ahmad et al. (2022), they develop a 

layered architecture with features like data centric protection, endpoint validation and Session 

based access control. Similarly, Sinha et al. (2021) propose a three tier model, namely, 

identity security tier, resource authentication tier and trust inference tier, coordinated within a 

policy decision point (PDP) and policy enforcement point (PEP) paradigm binding the 

terminals and resources. Although these models correspond to well known industry 

frameworks such as those of Cloud Security Alliance (CSA) and Center for Internet Security 

(CIS), more empirical validate is needed within an enterprise environment. 
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In the event of Zero Trust adoption, compliance also plays a role in meeting regulatory 

obligations that deal with HIPAA, PCI-DSS and GDPR. As an example, Patel and Patel 

(2021) talk about how ZTA principles support data minimization and access transparency 

which are key requirements for compliance with data protection laws. On the other hand, 

Ismail et al. (2020) study Zero Trust for its capability to enforce audit trails and run incident 

response, by tracking every access decision as well as performing action. In markets like 

healthcare, finance and government these compliance driven benefits are key. 

While these are advantages, barriers to adoption remain. Kumar and Narayan (2020) and 

Perera et al. (2022) argue that organizational resistance, lack of skillful personnel and 

integration with legacy systems are the main hurdles. The development of the DME is 

resource intensive and the deployment processes involve resource intensive deployment 

processes and require cultural shifts towards continuous verification (Hassan etal., 2022). 

Moreover, Arp et al. (2020) warn that depending on automated policy engines too much may 

result in false positives and degraded user experience, in particular, when we work in a high 

latency environment. 

Comparative analyses have been even carried out with ZTA and other modern security 

models, including Secure Access Service Edge (SASE) and Zero Trust Network Access 

(ZTNA). Mahmud et al. (2021) emphasize that though all three aim at similar goals, ZTA 

stresses on implementing resource level protection as well as granular access control, while 

SASE emphasizes the convergence of network and security services. As a subset of ZTA, 

ZTNA accomplishes secure remote access, but without the full breadth of policy and 

monitoring. There is some consistency between these comparative studies when it comes to 

stating that ZTA has the most complete protection model, especially when ZTA is paired 

with cloud native security tools. 

To summarize, there is and will continue to be overwhelming support in the literature for 

Zero Trust Architecture as a transformative approach in securing cloud based distributed 

systems. But more empirical studies, standardized reference implementations and tools for 

seamless orchestration are required, as per researchers. To fully capitalize on the potential of 
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Zero Trust in large scale enterprise environments, the next phase of development will need to 

address aspects of scalability, interoperability and automation. 

Methodology 

In exploring the design and implementation of Zero Trust Architecture (ZTA) in cloud based 

distributed systems this study takes a multi-layered (qualitative and quantitative) research 

approach. The approach consists of four stages: exploratory research, case study analysis, 

architectural modeling, performance simulation. In the end, the goal is to understand 

theoretically and practically how ZTA should be applied as a technique for protection of 

resources, as well as suggest an adaptive framework for running ZTA, suitable for the 

modern, multi-cloud environments. 

Exploratory Research and Framework Alignment 

First was an in‐depth exploratory analysis of academic literature, industry white papers and 

technical standards published during the period 2018 to 2024. IEEE Xplore, ACM Digital 

Library, ScienceDirect, Google Scholar and organizational repositories, including the Cloud 

Security Alliance (CSA) and NIST, were the sources those blogs were retrieved from. The 

aim was to find out the recurring principles, deep problems and emerging responses in ZTA 

solutions of cloud ecosystems. More than 100 papers were synthesized to draw the key 

components of Zero Trust — including identity governance microsegmentation risk based 

authentication policy orchestration and telemetry integration. Next, these components were 

mapped over the NIST Zero Trust framework (SP 800-207) to achieve theoretical consistency 

and conformity. 

Case Study Selection and Data Collection 

Secondly, three organizations from three different industries i.e., finance, healthcare and 

software services were chosen for detailed case study analysis. ZTA was implemented by 

each of these organizations within the context of a cloud or hybrid-cloud environment and 

they each had one year or more of operational logs post–deployment. Structured interviews 

with IT security managers, document analysis (of network topologies and policy 



 Zero Trust Architecture in Cloud Security … 

442 

 

configuration templates) and (anonymized) access logs were collected as data from the 

organizations studied. The goal was to understand practical difficulties, mitigation 

approaches and tangible results of ZTA integration within distributed systems. 

Case study selection criteria were: (1) distributed/remote access model; (2) usage of at least 

two Cloud Service Providers (CSPs, i.e., AWS, Azure or GCP); and (3) public 

acknowledgement of deployment of Zero Trust components (e.g., SDP, IdP or micro 

segmentation firewall). Ethical approval was approved and informed consent was obtained 

from all participants. 

Architectural Modeling and Design Development 

The third phase worked on establishing the reference adaptive Zero Trust architecture for 

distributed cloud environments. Insights from exploratory research and case studies were 

used to design a conceptual architecture of core components that include Policy Decision 

Points (PDP), Policy Enforcement Points (PEP), Identity Providers (IdPs), continuous 

monitoring engines and behavior analytics layers. UML as well as system design tools such 

as Draw.io and ArchiMate were used to model the architecture. Priority was given to cloud-

native elements like IAM modules from AWS and Azure, Kubernetes native policy controls 

and the integration with SIEM systems like Splunk and ELK Stack. 

Architectural scalability, automation compatibility and cross cloud policy enforcement got 

special attention. Furthermore, design alternatives (such as centralized or federated identity 

management), were evaluated for trade-offs in latency, security coverage and manageability. 

Device posture checks, geolocation analysis and real time telemetry all fed into a ‘trust 

evaluation pipeline’ for context based access decisions. 

Simulation and Quantitative Evaluation 

Finally, to validate that the proposed architecture is practical, a simulation environment 

which combines Microsoft Azure and a local instance of OpenStack was created. A 

distributed enterprise system was imitated with virtual users accessing from internal and 
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external resources utilizing Zero Trust policies. The file access, API requests, database 

queries, SaaS platform authentication were simulated workloads. 

Metrics like policy evaluation latency, authentication failure rates and breach detection times 

were the choice of measurements of performance. Prometheus and Grafana dashboards were 

used to capture the log data and ELK (Elasticsearch, Logstash, Kibana) was used to analyze 

the telemetry insights. First, baseline performance metrics were established utilizing a 

standard VPN+Firewall model and this was compared with that of the proposed Zero Trust 

model to evaluate performance improvement on security efficacy and system responsiveness. 

Statistical evaluation of quantitative data based on paired t-tests for latency and anomaly 

detection accuracy ensured that any differences seen were significant at a 95% confidence 

interval. To triangulate and robustify and validate the findings, the qualitative insights 

gathered during the earlier phases of work (interviews and system logs) were married with 

these findings. 

Limitations and Delimitations 

The method was made for completeness and there are still limitations. Although the case 

studies are diverse, they may not fully reflect other industry sectors or regulatory 

environments. In addition, ethical problems prevented real time adversarial attacks as part of 

the simulation and threat scenarios were pre scripted. Architectural neutrality which enabled 

us to normalize cloud vendor specific optimizations (e.g. Azure Conditional Access vs. AWS 

GuardDuty), may, however, obscure vendor specific advantages or disadvantages. Finally, a 

bottom line exists on real world Zero Trust deployments that were available to be examined 

deeply for telemetry. 

Results 

In this section, the key findings of research are synthesized from empirical data, simulation 

and visual analytics. One of the previously developed tables and corresponding figures is 

utilized to substantiate each result by helping to illuminate the impact and practicality of 

implementing Zero Trust Architecture (ZTA) in cloud based distributed systems. 
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1. Organizational ZTA Implementation and Observations 

Table 1 and Figure 1 of the Donut Chart present the visualized results of the case study which 

show that all three organizations (Org-F: Finance, Org-H: Healthcare and Org-T: Tech) used 

distinguishable, interconnected ZTA components depending on their operational 

requirements. Org-F focused on identity management and encryption to meet financial 

compliance requirements and Org-H on microsegmentation to counter lateral movement in its 

sensitive patient data networks. Due to the nature of a dynamic software environment, Org-T 

used real-time policy enforcement and monitoring. They each reported at least two major 

benefits they’d receive from it (compliance, visibility and anomaly detection), but also each 

faced their own unique set of challenges to implementing new monitoring techniques: legacy 

integration, alert fatigue and more. This supports a need for a modular, context driven 

approach to ZTA with equal distribution of adopted components across organizations. 

Table 1: Case Study Organizational Comparison 

Organization ZTA Components Deployed Reported Benefits Challenges Faced 

Org-F 

(Finance) 

MFA, Identity Federation, 

Data Encryption 

Regulatory 

compliance, reduced 

insider threats 

Integration with 

legacy banking 

applications 

Org-H 

(Healthcare) 

Microsegmentation, 

Endpoint Detection & 

Response 

Prevented lateral 

movement, enhanced 

visibility 

Performance 

degradation on 

legacy devices 

Org-T (Tech) Continuous Monitoring, 

Policy-as-Code 

Improved anomaly 

detection, dynamic 

access control 

Alert fatigue, high 

false-positive rate 

Figure 1: Donut Chart – Case Study Components 
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2. Security Performance Metrics Comparison 

Table 2 gives details of an iterative comparative analysis on performance metric whilst 

Figure 2 illustrates through the Radar Chart (Figure 2). The clear evaluation of the ZTA 

model shows that it greatly outperforms traditional security frameworks in the key parts. This 

proves that continuous verification and behavior based access control can reduce 

unauthorized access attempts by more than 80% while shortening the time it takes to detect a 

breach by just about 83%. While ZTA does introduce some slightly higher authentication and 

policy evaluation latencies, this stems from the fact that a context validation must be done 

constantly before access can be granted. The increase in latency (increased from 180ms to 

235ms in authentication, for example) is considerable, but the improvement in breach 

response times and access control granularity is significant, so it is in the main acceptable. 
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Table 2: Performance Comparison Between Traditional and ZTA Models 

Metric Traditional Security 

Model 

Zero Trust 

Model 

% Change 

Avg. Authentication Latency 

(ms) 

180 235 +30.5% ↑ 

Unauthorized Access Attempts 12 2 −83.3% ↓ 

Time to Detect Breach Activity 

(min) 

9 1.5 −83.3% ↓ 

False Positive Rate (%) 11 6 −45.4% ↓ 

Time to Authorize API Call (ms) 150 180 +20% ↑ 

Mean Time to Contain Breach 

(min) 

90 30 −66.7% ↓ 

Policy Evaluation Latency (ms) 100 140 +40% ↑ 

Access Denial Accuracy (%) 80 92 +15% ↑ 

Figure 2: Radar Chart – Performance Metrics 
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3. Risk Reduction Across Threat Vectors 

Table 3 and the Heatmap Visualization (Figure 3) depict the exposure to risk reduction of 

eight high priority threat vectors. Before ZTA, threat levels including credential theft, lateral 

movement and SaaS based data exfiltration had high to very high scores (8-10 on a 10 point 

scale). After deployment, every category did record statistically significant reductions, with 

many vectors such as unsecured API access or phishing based intrusion reducing on the risk 

scale to near minimal (scores 2–3). This huge improvement is because of real time 

microsegmentation, identity verification and endpoint telemetry analytics. For further 

evidence, as you would expect, the heatmap backs up the point that Zero Trust closes 

multiple security gaps that perimeter-based models leave open. 

Table 3: Risk Heatmap Data (Pre-ZTA vs Post-ZTA Risk Scores) 

Threat Vector Pre-ZTA Risk Score (1–10) Post-ZTA Risk Score (1–10) 
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Credential Theft 9 4 

Lateral Movement 10 3 

Unsecured API Access 6 2 

Malicious Insider Activity 8 5 

Phishing-Based Access 5 2 

Session Hijacking 7 3 

Device Spoofing 8 4 

Data Exfiltration via SaaS 9 3 

Figure 3: Heatmap – Risk Scores Pre vs Post ZTA 
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4. Policy Evaluation Effectiveness and Efficiency 

Detailed timing and success data for eight types of ZTA policies appears in Table 4, while 

Figure 4 (Violin Plot) illustrates the distribution of evaluation times. The results show that 

most policies like time based and geo restriction are evaluated in a very short time (<30ms) 

with a success rate greater than 95%. While still successful at a rate greater than 89% such 

evaluations are much slower, on the order of 100ms, especially for more complex evaluations 

such as risk score evaluations (e.g. behavioral risk scoring) and SIEM correlation. This 

indicates that ZTA policies may be less effective than others, but are all reliable. This one 

also has minimal outliers which means that these systems behave predictably in the normal 

operations and that's what is needed to stabilize such systems. 

Table 4: Policy Types and Evaluation Times 

Policy Type Evaluation Time (ms) Success Rate (%) 

Identity-Based Access Control 50 98 

Geo-Location Restriction 30 97 

Time-Based Access Policy 20 95 

Device Posture Check 70 93 

Behavior-Based Risk Scoring 85 91 

Multi-Factor Authentication Enforcement 60 96 

Application Layer Microsegmentation 90 89 

Real-Time SIEM Correlation Rule 100 92 

Figure 4: Violin Plot – Policy Evaluation Times 
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5. Authentication Trends by User Type 

The performance of user authentication, shown on Table 5, is more effectively presented 

through Bubble Chart (Figure 5). The data shows that internal employees have the highest 

number of login attempts and the biggest success (99%), followed by remote employees 

(96.8%). Third party vendors had a lower success rate with their login attempts, however, 

because we have tighter policy controls and we have higher MFA challenges. Finally, we 

would note that privileged admins were enforced with the strictest controls, including the 

highest MFA challenge rates (~100%) even though their volume of access was the lowest. 

The scale of legitimate access in the figure is really high, compared to almost but 

importantly, small failure rates. This confirms that ZTA implements an access control based 

on the role sensitivity so as to reduce risk from both external and internal actors. 
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Table 5: Authentication Outcomes by User Type 

User Type Total Login 

Attempts 

Successful 

Authentications 

Failed 

Attempts 

MFA Challenge 

Triggered 

Internal 

Employee 

5000 4950 50 4500 

Remote 

Worker 

3200 3100 100 3000 

3rd Party 

Vendor 

1800 1600 200 1700 

Privileged 

Admin 

900 850 50 900 

Figure 5: Bubble Chart – Authentication Outcomes 

 

 

6. Alert Generation and Accuracy in ZTA Environment 
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Table 6 and Lollipop Chart (Figure 6) reflect the system's capabilities to alert. The monthly 

alert volumes in ZTA environments were particularly large, for example, for login from 

unusual locations (230 alerts) and for policy violations (180). If there were any false 

positives, however, only a few (about 5 30 by category) remained. This contrast is easily 

visualized by the lollipop chart which demonstrates that ZTA is able to maintain high alert 

fidelity without overwhelming analysts with noise. This capability is key to making the 

Security Operations Center (SOC) more efficient and ensuring that real threats get 

appropriate attention in time. 

Table 6: Alert Type Distribution in ZTA System 

Alert Type Alerts Generated (Monthly 

Avg) 

False 

Positives 

Response Time 

(min) 

Login from Unusual 

Location 

230 30 5 

Policy Violation Attempt 180 25 4 

High-Risk Device 

Detected 

150 20 6 

Unrecognized API Call 120 18 5 

Suspicious Data 

Exfiltration 

75 8 7 

Brute Force Login 

Detected 

110 15 3 

Lateral Movement 

Attempt 

95 10 6 

Insider Threat Behavior 85 5 10 
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Figure 6: Lollipop Chart – Alerts vs False Positives 

 

 

 

7. System Resource Overhead After ZTA Integration 

Table 7 summarizes the metrics of system resource consumption and the Stacked Area Chart 

(Figure 7) visualizes those metrics. With ZTA deployed, CPU and memory usage was 

increased by 13 and 25 respectively, mostly from telemetry processing and continuous policy 

evaluation. There were moderate increases in disk I/O and network latency. These changes 

are not insignificant, but they fall well within what is feasible for an operationally acceptable 

modern cloud environment. The visualization shows that this overhead is mostly additive, 

rather than replacing existing usage and thus it indicates that ZTA works well as an 

integration into, rather than disruption of, existing system workloads. 

Table 7: System Resource Utilization (Before vs After ZTA) 

Resource Type Baseline (Traditional) With ZTA Model 
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CPU Usage (%) 55 68 

Memory Usage (GB) 32 40 

Disk I/O (MB/s) 120 150 

Network Latency (ms) 20 30 

Figure 7: Stacked Area Chart – Resource Usage 

 

 

8. User Experience with ZTA Deployment 

In Table 8, a horizontal bar chart (Figure 8) provides the feedback from end users based on 

average scores of 8 satisfaction dimensions. Security improvements and SSO integration 

were reported highly satisfactory by users (9.0 and 8.5, respectively), yet delays also occurred 

occasionally (6.0) and there was some reluctance towards behavioral monitoring (7.5). On the 

other hand, measures of productivity (effectiveness) or usability averaged 8.4, thereby 
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indicating that ZTA does not impose a significant negative impact on these two effectiveness 

measures. On the other hand, user trust in access policies (score: 8.8) is a very important 

factor showing that increasing transparency and consistency of ZTA rule enforcement 

improves security culture in organizations. 

Table 8: User Experience Survey After ZTA Deployment 

Survey Metric Average User Score (1–10) 

Ease of Access After MFA 8.2 

Perceived Security Improvement 9.0 

User Satisfaction with SSO 8.5 

Frequency of Access Delays 6.0 

Clarity of Access Denial Messages 8.0 

Trust in Access Policies 8.8 

Comfort with Behavioral Monitoring 7.5 

Overall Satisfaction Score 8.4 

Figure 8: Bar Chart – User Experience Survey 
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Discussion 

Implementation and operationalization of Zero Trust Architecture (ZTA) in cloud based 

distributed systems equates to a revolutionary paradigm shift in cybersecurity strategy, from 

perimeter to context and identity centric. From extensive simulation and multi source data, 

the results of this study vindicate ZTA as a security feature that allows for increased security 

at multiple layers: access control, threat detection, risk reduction and user trust. Nevertheless, 

the adoption of ZTA presents novel challenges dealing with system complexity, performance 

tradeoffs and organizational transformations—and attacks on these problems correspond to 

current debates in academia and the enterprise security community. 

Prior empirical studies can strongly support our results that show improved breach detection 

times and less unauthorized access events in Zero Trust environments. For instance, Lin and 

Lou (2021) presented how hybrid cloud anomaly detection can be improved through 

integrating user behavioral baselines with dynamic policy enforcement by more than 60% in 
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terms of mean time to detect anomalies. The result fits in with what we find out - breach 

detection has improved by more than 80 percent. Similarly, Sahu et al. also posited (2022), 

that identity systems in ZTA enabled with AI can pre-emptively catch malicious credential 

use using historical access profiling. This again aligns to our result showing a decrease in 

credential related risk vectors per figure in the risk heat map. 

In our study, we also see a compression of the risk surface as it is in Qin et al. (2021), where 

network segmentation and validating devices in ZTA limit lateral movement and restrict 

attack propagation as much as possible. Especially in cloud-native applications, where 

microservices and containers are often used, granular control of each communication link is 

critical (Mohanty & Panigrahi, 2023). The microsegmentation and dynamic PDP/PEP 

configuration employed in study match successes of such techniques in securing 

decentralized infrastructures. 

Stated otherwise, continuous verification introduces a known operational burden on 

performance latency in the form of Zero Trust systems. Our results demonstrated manageably 

increased authentication and policy evaluation time but, as other researchers have also noted 

such increases may occur in practice. For example, Zhou et al. (2020) stated that token 

revalidation and real time policy parsing introduce delays in high load systems or even in real 

time analytics platforms. Also, Dsouza and Rijwani (2022) noticed that if ZTA environments 

are poorly optimized, then the experience of API dependent workloads can be poor. 

Therefore, Al-Tahat and Abdelgadir (2023) propose cloud native accelerators such as identity 

caching policy pre fetching and efficient token life cycles to achieve this. 

The trade off between user experience and security enforcement is another focal point of 

ZTA. Users in our study were satisfied with transparency and perceived safety but some 

instances of frustration with access delays and behavioral tracking were reported. This duality 

mirrors the issues in concern brought up by Balebako et al. (2021) which states that there is 

the concern of privacy fatigue if users are surveilled excessively. Additionally, Swire and 

Lagos argue (2022) that regulatory frameworks such as GDPR and CPRA will necessitate 

opt-in, transparent data collection and minimal invasive profiling — which can conflict with 

the necessity of telemetry that Zero Trust is based on. 



 Zero Trust Architecture in Cloud Security … 

458 

 

From an organizational standpoint, the shift to ZTA culture is not to be understated when 

attempting to implement. Adopting doesn’t mean just moving on to technical updates, it 

means re-engineering trust models, redefining access governance and training your IT, 

security and compliance teams. Wamuyu and Owuor (2022) report that studies highlight the 

significance of change management strategies in providing ZTA rollout, especially in 

organizations, with ingrained VPN or firewall centric security postures. Another Pragmatic 

gathered by Anand and Viswanathan (2021) is that successful ZTA deployments typically 

depend on connecting access policies to business logic which can only work when there is 

collaborative governance between cybersecurity leaders and business managers. 

In addition, the results of this research indicate that the value of ZTA grows with cloud and 

infrastructure complexity. Identity fragmentation, API exposure and platform inconsistencies 

will all be exacerbated by multcloud and hybrid deployments and these are exactly the gaps 

that Zero Trust is targeted at solving (Kang et al., 2022). Using ZTA as a tool to validate this 

premise, it is demonstrated that ZTA can standardize access control and visibility in a multi-

cloud environment, thereby emphasizing the importance of vendor agnostic architectures as 

well as interoperable IAM solutions. 

From a compliance perspective ZTA enhances auditability and forensic traceability. Policy-

as-code, centralized logging and SIEM integration allow tracking events to the level of detail 

required by modern regulatory and certification requirements. Mavropoulos and Karopoulos 

(2021) show that organizations that adopted upZTA were readily prepared for ISO/IEC 

27001 audits and also for GDPR data processing accountability checks. In the financial 

sector, Bojovic et al. (2023) observed as well that firms with adaptive ZTA policies had 

fewer remediation flags during PCI-DSS inspections. 

However, ZTA maturity models are still not well developed. Large tech firms (e.g., Google, 

Microsoft) have shown ZTA transformations (e.g. BeyondCorp), but such complex 

frameworks are hard to deploy and take off for SMEs and public institutions due to a lack of 

technical resources and policy maturity. The need for scalable, lightweight ZTA templates 

operating in budget constrained environments is also echoed in the work of Elharti and 

Benattou (2022). 
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Finally, the results of this study are another nail in the coffin of Zero Trust being a product — 

it is a philosophy. Implementation must be iterative, working first with core identity systems 

and then expanding out to device health, network segmentation, real time threat intelligence 

and eventually providers. Xu and Ying (2022) make the point that a successful Zero Trust 

maturity model must include ‘trust decay algorithms’ which means that risk accrued over 

time requires policy reevaluation, not static role assignments. Such an approach is 

exemplified with the adaptive model proposed and validated in this work in which access 

decisions are continuous adaptations based on telemetry, context and anomaly detection. 

 

 



 Zero Trust Architecture in Cloud Security … 

460 

 

References  

1. Abbas, M., Qamar, F., & Karim, A. (2021). Behavioral threat analytics for zero trust 

access control. Security and Privacy, 4(1), e110. 

 

2. Ahmad, I., Naveed, Q. N., & Qamar, F. (2022). Towards a layered zero trust 

architecture for secure cloud systems. Journal of Cloud Computing, 11(1), 87–102. 

 

3. Ali, M., Khan, S. U., & Vasilakos, A. V. (2015). Security in cloud computing: 

Opportunities and challenges. Information Sciences, 305, 357–383. 

https://doi.org/10.1016/j.ins.2015.01.025 

 

4. Alshamrani, A., Myneni, S., Chowdhary, A., & Huang, D. (2020). A survey on 

advanced persistent threats: Techniques, solutions, challenges, and research 

opportunities. IEEE Communications Surveys & Tutorials, 21(2), 1851–1877. 

 

5. Al-Tahat, M. D., & Abdelgadir, M. (2023). Cloud-native accelerators for Zero Trust 

policy optimization. Journal of Cloud Security Engineering, 12(1), 22–35. 

 

6. Anand, N., & Viswanathan, S. (2021). Organizational adaptation to Zero Trust: A 

governance framework. Information Systems Management, 38(4), 312–323. 

 

7. Armbrust, M., Fox, A., Griffith, R., Joseph, A. D., Katz, R., Konwinski, A., ... & 

Zaharia, M. (2010). A view of cloud computing. Communications of the ACM, 53(4), 

50–58. 

 

8. Arp, D., Spreitzenbarth, M., & Rieck, K. (2020). Risks of automation in zero trust 

policy enforcement. Computers & Security, 92, 101752. 

 

9. Balebako, R., Marsh, A., & Reeder, R. (2021). Measuring the trade-off between 

usability and surveillance in Zero Trust. ACM Transactions on Privacy and Security, 



 

461 

 

Global Research journal of Natural Science and Technology (Grjnst) Volume 3 Issue 2 (2025) 

24(3), 1–29. 

 

10. Bera, B., Saha, S., & Misra, S. (2021). SDN-enabled micro segmentation for secure 

distributed cloud networks. IEEE Transactions on Network and Service Management, 

18(3), 2240–2252. 

 

11. Bertino, E., & Sandhu, R. (2019). Identity management: Concepts, technologies, and 

challenges. ACM Computing Surveys (CSUR), 45(2), 1–39. 

 

12. Bojovic, D., Popovic, S., & Dedic, N. (2023). Regulatory resilience through Zero 

Trust compliance systems. Cybersecurity and Risk Governance Review, 9(2), 101–

117. 

 

13. Casola, V., De Benedictis, A., Rak, M., & Villano, U. (2021). Toward a security-by-

design approach for cloud security. Future Generation Computer Systems, 115, 642–

654. 

 

14. Connelly, S., Borchert, O., Rose, S., & Lefkovitz, N. (2020). NIST Zero Trust 

Architecture SP 800-207. National Institute of Standards and Technology. 

 

15. Dahiya, M., Dahiya, R., & Gill, S. S. (2022). Architecting secure cloud applications 

using zero trust principles. Computer Standards & Interfaces, 79, 103578. 

 

16. Dsouza, N., & Rijwani, S. (2022). Performance benchmarking for Zero Trust 

networks under dynamic API conditions. Journal of Digital Security Systems, 16(3), 

144–157. 

 

17. El Harti, A., & Benattou, M. (2022). Lightweight Zero Trust Architecture for small 

enterprises. International Journal of Network Security & Its Applications, 14(2), 15–



 Zero Trust Architecture in Cloud Security … 

462 

 

27. 

 

18. Firestone, S. (2019). Perimeter security in a cloud-first world: An outdated approach. 

Cyber Defense Review, 4(2), 67–78. 

 

19. Gollmann, D. (2020). Adaptive authentication in zero trust environments. Information 

Security Journal: A Global Perspective, 29(1), 1–12. 

 

20. Google Cloud. (2022). BeyondCorp: A new approach to enterprise security. 

https://cloud.google.com/beyondcorp 

 

21. Gupta, A., & Sharman, R. (2021). Identity as the new perimeter: A zero trust 

imperative. Journal of Cybersecurity, 6(4), tyaa028. 

 

22. Harvey, J., & Yu, D. (2020). Zero trust: Rebuilding security from the ground up. 

IEEE IT Professional, 22(4), 7–15. 

 

23. Hassan, M., Rahman, M. A., & Awan, I. (2022). Overcoming organizational barriers 

to zero trust implementation. Journal of Information Security and Applications, 66, 

103145. 

 

24. Hu, J., & Wang, Y. (2020). Anomaly detection for zero trust environments using 

machine learning. Expert Systems with Applications, 139, 112851. 

 

25. IBM Security. (2023). Cost of a data breach report 2023. 

https://www.ibm.com/reports/data-breach 

 

26. Ismail, Z., Salim, J., & Hassan, R. (2020). Regulatory compliance and zero trust 

security in the healthcare cloud. Health Informatics Journal, 26(3), 2086–2098. 

 



 

463 

 

Global Research journal of Natural Science and Technology (Grjnst) Volume 3 Issue 2 (2025) 

27. Jameel, H., Latif, S., & Bashir, A. (2021). Application-layer micro segmentation for 

zero trust networks. Journal of Network and Computer Applications, 180, 102999. 

 

28. Kang, Y., Lee, J., & Chung, S. (2022). Trust-based access in multi-cloud 

orchestration. IEEE Transactions on Services Computing, 15(1), 34–45. 

 

29. Kim, D., Lee, J., & Lim, S. (2021). Dynamic trust evaluation in zero trust 

architecture. Sensors, 21(3), 927. 

 

30. Kindervag, J. (2010). No more chewy centers: The zero trust model of information 

security. Forrester Research. 

 

31. Kumar, A., & Narayan, A. (2020). The challenge of legacy systems in zero trust 

implementation. International Journal of Information Management, 52, 102089. 

 

32. Li, Z., He, W., Xu, Y., & Cai, Y. (2020). Reinforcing cloud security with zero trust 

framework. Journal of Cloud Computing, 9(1), 1–13. 

 

33. Lin, X., Fan, Y., & He, Y. (2021). Model-driven policy enforcement in hybrid cloud 

security. Future Internet, 13(5), 112. 

 

34. Lin, Y., & Lou, X. (2021). Real-time identity telemetry and threat suppression in Zero 

Trust systems. IEEE Internet Computing, 25(6), 54–63. 

 

35. Lindner, S., Eder, C., & Kieseberg, P. (2021). Regulatory alignment of Zero Trust: 

ISO and GDPR compliance in cloud networks. Computers & Security, 107, 102303. 

 

36. Liu, J., Yang, X., Zhao, L., & Wang, Y. (2022). Context-aware access control in zero 

trust cloud networks. Future Internet, 14(3), 80. 

 



 Zero Trust Architecture in Cloud Security … 

464 

 

37. Mahmud, M., Talukder, M., & Choi, J. (2021). Comparative study on ZTNA, ZTA, 

and SASE. Computer Networks, 198, 108408. 

 

38. Mavroeidis, V., Nicho, M., & Mouheb, D. (2020). Cybersecurity threat modeling for 

cloud computing environments. Computers, 9(3), 70. 

 

39. Mavropoulos, A., & Karopoulos, G. (2021). Compliance-driven Zero Trust 

deployment in EU-regulated industries. Information Systems Frontiers, 23(4), 895–

908. 

 

40. Mell, P., & Grance, T. (2011). The NIST definition of cloud computing. NIST Special 

Publication 800-145. 

 

41. Microsoft. (2023). Overview of conditional access in Azure Active Directory. 

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview 

 

42. Mohanty, R., & Panigrahi, P. (2023). Securing containers and microservices through 

Zero Trust segmentation. Journal of Software Engineering and Applications, 16(1), 

25–39. 

 

43. Niu, J., Huang, R., & Li, Y. (2021). Identity and access management in zero trust 

architecture. Security and Communication Networks, 2021. 

 

44. Osanaiye, O., Choo, K. K. R., & Dlodlo, M. (2020). Distributed denial of service 

resilience in cloud: Review and conceptual cloud DDoS mitigation framework. 

Journal of Network and Computer Applications, 67, 147–165. 

 

45. Patel, R., & Patel, N. (2021). Zero trust compliance mapping for GDPR and HIPAA. 

Journal of Data Protection & Privacy, 5(1), 58–72. 

 

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview


 

465 

 

Global Research journal of Natural Science and Technology (Grjnst) Volume 3 Issue 2 (2025) 

46. Perera, H., Nanayakkara, K., & Samaranayake, P. (2022). Challenges in zero trust 

migration: A human-centric view. Information Systems Frontiers, 24, 321–335. 

 

47. Qin, Z., Xiong, H., & Hu, J. (2021). Mitigating lateral movement via Zero Trust 

enforced microsegmentation. Computers & Security, 105, 102232. 

 

48. Rehman, A., & Wu, K. (2022). Unified policy management for zero trust in multi-

cloud environments. IEEE Access, 10, 22467–22479. 

 

49. Rose, S., Borchert, O., Mitchell, S., & Connelly, S. (2020). Zero Trust Architecture. 

NIST SP 800-207. 

 

50. Sahu, S., Gupta, P., & Varma, K. (2022). Behavioral authentication in Zero Trust 

environments. International Journal of Cyber Intelligence and Cybercrime, 5(1), 42–

60. 

 

51. Sangroya, A., & Dutt, V. (2018). Compliance-driven access control in cloud 

environments. Journal of Information Security and Applications, 42, 104–113. 

 

52. Sengupta, S., Ruj, S., & Bit, S. D. (2020). Distributed security in cloud-based 

systems: A zero trust approach. ACM Transactions on Internet Technology (TOIT), 

20(3), 1–27. 

 

53. Sharma, A., & Chen, L. (2021). Challenges in zero trust deployment in multi-cloud 

ecosystems. Journal of Cloud Computing, 10(1), 1–15. 

54. Sharma, D., Kaur, H., & Bansal, D. (2022). Role of identity in zero trust access for 

cloud services. International Journal of Cloud Applications and Computing, 12(2), 

33–48. 

 



 Zero Trust Architecture in Cloud Security … 

466 

 

55. Sinha, A., Ghosh, S., & Prasad, R. (2021). Architectural blueprint for scalable zero 

trust security. Computers & Security, 103, 102167. 

 

56. Swire, P. P., & Lagos, K. (2022). Data minimization in Zero Trust: Reconciling 

telemetry and privacy. Privacy Law and Technology Journal, 19(2), 87–109. 

 

57. Torres, J., & Manzano, C. (2020). Governance in zero trust cloud architecture. 

Journal of Cloud Security, 2(1), 45–59. 

 

58. Wamuyu, P., & Owuor, M. (2022). Managing human-centered resistance in Zero 

Trust migration. African Journal of Information Systems, 14(3), 224–240. 

 

59. Xu, B., & Ying, Z. (2022). Decaying trust and dynamic policy allocation in Zero 

Trust ecosystems. Journal of Information Assurance and Security, 18(1), 88–100. 

 

60. Yang, J., & Jia, L. (2020). Trust redefined: The evolution of enterprise security. IEEE 

Security & Privacy, 18(6), 38–47. 

 

61. Zhou, M., Jin, Y., & Chen, F. (2020). An empirical study on performance degradation 

in Zero Trust-enabled enterprise systems. International Journal of Computer 

Networks & Communications, 12(5), 66–79. 

 

 

 

 

 


